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Top 10 Threats 
to your data 

1. Viruses 
2. Hardware Failures 
3. Parasites 
4. OS Vulnerabilities 
5. Applications  
6. Power problems 
7. Bad Backups 
8. Employees 
9. Hackers 
10. IS Contractors 

At IPkey, we offer more than security 
products and services, 

We deliver working solutions to your  
security challenges 

We bring a wealth of ‘best practices’ to the table and help 
you decide what will work within your

 

organization. We 
can take any of our well-proven security ‘templates’ and 
quickly modify it to your specific needs. Our information 
security services include:  

1. Evaluation of your security vulnerabilities 
2. Remediation of existing problems 
3. Monitoring of your network infrastructure 
4. Protection of your key information assets 
5. Recovery from critical data loss or corruption  

(For more details, see Managed Information Security 
Chart on reverse)  

And because your success comes first, we 
understand that... 

1. Your information security needs must be handled 
quickly, reliably and economically. 

2. You need more flexibility than packaged ‘one-size-
fits-all’ offerings, but you also don’t have time or the 
budget to re-invent the wheel. 

3. Working with someone who cares

 

about your busi-
ness is the greatest predictor of success. 

“Almost every PC on our net-
work had unauthorized software 

downloaded from the net.  Ad-
ware, keystroke loggers. You 
name it, we had it. The users 

didn’t have a clue, and truthfully, 
neither did we.”  [Manager ISD] 

What is Information Security?  

Today, the two most important assets of any organization are 
the people who make it work, and the information they use to do 
so. This information is embodied in the vital records, policies 
and procedures that predicate virtually every aspect of operat-
ing a  business.  In addition to internal data, outside agencies 
such as governments, financial institutions, insurance compa-
nies and even courts require that specific records be main-
tained. They further mandate the privacy and security of those 
records, and  violation can result in federal criminal penalties.  

Almost all of 
these records are 
now computerized. 
This comes at a 
time when threats 
to your critical 
information have 
never been greater 
(see Top 10 
Threats).  Just a 
few years ago, the 
worst that could 
happen was a disk 
crash and not hav-
ing a current 
backup.   

Now, the sheer 
intrusiveness of 
v iruses, spam 
email, ad-ware, 
wireless clients 
and Instant Mes-
saging is making it 
almost impossible 
to truly know what 
lurks on your net-
work.  It is no ex-
aggeration to say 
that we have yet to 
see a PC network 
that hasn’t been 
compromised in some way.   

Information security is no longer something that can be ig-
nored or put off.  The price of failure is just too steep: lost cli-
ents, stockholder lawsuits, government penalties and employee 
litigation to name but a few.  Today it’s a matter of due dili-
gence. ‘Best practices’ are well known and widely available, so 
it is incumbent on executives to at least have some kind of pro-
gram underway.  Why take chances?  

Call today for a free Information Security Vulnerability Scan 

“Before we used IPKey’s 
Managed Monitoring 
Service, I couldn’t take a 
real vacation. Now I 
know any problem will be 
handled quickly.”  
[IT Director] 

12 tough questions every 
 executive, officer or partner 

should ask: 

1. Do we have a written employee 
“Computer and Internet Use Policy?” 

2. Are all external network access points 
protected by correctly configured fire-
walls, VPNs or other devices? 

3. Do all the users’ PCs have all the latest 
Microsoft security patches? 

4. Are all computers scanning for viruses 
with the latest definitions? 

5. Are any employees using Instant Mes-
saging on their PCs? 

6. How are we dealing with unsolicited 
mail (a.k.a. Spam)? 

7. Are home and remote users creating a 
security loophole? 

8. What are users downloading and install-
ing from the Internet, and worse, what 
company information is being up-
loaded? 

9. How is productivity affected when our 
Internet access is down?  

10. Are we compliant with Federal privacy 
regulations such as HIPPA? 

11. Do we have a Disaster Recovery Plan? 
12. How is all of this currently documented 

and managed? 

For more information:   

>>>     www.ipkey.com  (505) 243-1010 

>>> info@ipkey.com  (866) 330-1010 

http://www.ipkey.com


 

IPkey.com 
is the Information Security 
division of Meridian Group, a 
New Mexico based corpora-
tion founded in 1988.  Merid-
ian has been providing or-
ganizations with quality IT 
solutions for over a decade.  

In August 2000 Meridian 
Group was honored by 
CIO Magazine for out-
standing Customer Rela-
tionship Management.  

What Is Managed Monitoring? 
Real-time 24/7 monitoring is the cornerstone of Information 

Security, just as it is with physical fire and intrusion alarms.  
Our Managed Monitoring Service (MMS) can monitor your 
Internet connection, your router, firewall, server, email service, 
web site, backup, anti-virus software and even server event  
logs.  In fact, we can monitor any IP device or service that is 
necessary for your business to function.  You know that a 
failure of any one of these vital components can stall a time-
critical project, idle your employees and result in the loss of 
valuable work.  

Like a sophisticated hospital heart monitor, MMS checks the 
health of your critical systems and looks for any abnormal 
conditions.  When it detects a 
failure, an error, an attack or 
any other unusual activity, 
MMS responds right away.  
Whether you have in-house IT 
staff or an outside contractor, 
you will be notified within min-
utes via email, pager or a 
phone call.  This notification 
describes exactly what prob-
lem occurred, and provides 
detailed diagnostic information 
to help expedite a rapid solution.    

Early notification

 

of critical problems means early resolution 
of those problems, because you can’t begin to fix something 
until you know it’s failed.  Often the problem is caused exter-
nally – the phone company that provides your data circuits, or 
the ISP that hosts your email and web site.  Now you can be 
confident that MMS will automatically alert the provider, and 
get you first in line

 

toward repair and resolution.  Timely re-
sponse to the early warning signs of impending problems can 
easily save your business thousands of dollars in a single day. 

  

Call today and let us do the worrying.   
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“MMS has cut our down-
time by 85% because any 
failure of our network is 
immediately routed to 
whoever is responsible 
for repair. It’s saved us 
far more that it costs. It’s 
a no-brainer.”  [Partner] 

Managed Information 
Security Service 
Level  
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1. Evaluation     
 Vulnerability Scanning (Free) Yes Yes Yes 
 Vulnerability Audit Recom. Yes Yes       

2. Remediation     
 Update Policies & Procedures Recom. Yes Yes 

 Correct serious problems Yes Yes Yes       

3. Managed Monitoring     
 Basic Recom. Yes Yes 
 Security Opt. Yes Yes 
 Asset Control Opt. Opt. Opt. 
 Environmental Opt. Opt. Opt. 
 Windows Server (inc. Event Logs) Opt. Yes Yes 
 Windows Service & Restart Opt. Opt. Yes 
 Application: IIS 5/6 Opt. Opt. Opt. 
 Application: Exchange 2000 Opt. Opt. Opt. 
 Application: SQL 2000 Opt. Opt. Opt.       

4. Managed Protection     
 Managed Anti-Virus Opt. Recom. Yes 
 Managed Email Filtering (Spam) Opt. Recom. Yes 
 Managed Firewall Opt. Recom. Yes 

 Managed Windows Update  Opt. Recom. Yes 
 Managed PKI Opt. Opt. Opt.       

5. Recovery     
 Managed On-Site Backup Opt. Recom. Yes 
 Managed Online Backup Opt. Opt. Opt. 
 Disaster Recovery Planning Recom. Recom. Yes 

 Prepare Remediation Plan Opt. Recom. Yes 

 Review Security Policies Recom. Yes Yes 

 Managed Intrusion Detection  Opt. Recom. Yes 
 Managed VPN Opt. Recom. Yes 

As enterprises lock down 
their networks with an ever-
expanding arsenal of security 
technologies, hackers have 
moved on to easier pickings 
— smaller businesses.             
[PC Magazine 11/02] 

"We have so many security-
management consoles, we 
can't keep up with all the in-
formation. We have firewalls 
that haven't been updated in 
months, and reams of security 
logs we haven't sifted 
through. I really couldn't tell 
you whether we've been 
hacked or not."  [IS Manager] 

Spam & Security 
Unsolicited email (Spam) is 
rapidly becoming the 
scourge of the Internet. With 
content that is at best annoy-
ing, and at worst extremely 
offensive, it's driving us all 
crazy. It’s also a favorite 
security loophole for hack-
ers.  In the space of a single 
year, unsolicited email has 
grown from 8% to almost 
40% of all email.   

The good news is that the 
latest generation of spam 
blocking tools and services 
can offer real protection.   

Contact us today and 
Can the Spam! 


